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Who are we?
Fraunhofer SIT – Department ACM

▪ Fraunhofer-Institut für Sichere Informationstechnologie

▪ Located in Darmstadt

▪ Involved in:

▪ National Research Center for Applied 
Cybersecurity ATHENE

▪ Lernlabor Cybersicherheit

▪ Applied Cryptography and Medical IT Security

▪ Located in Steinfurt, NRW (Campus of FH Münster)

▪ Topics:

▪ Applied Cryptography (Email, TLS, ...)

▪ Medical IT Security
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Who are you?

Wer von Euch betreibt einen LDAP-Server?

Wer von Euch betreibt eine eigene S/MIME-PKI?
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Background:
How did we and up here?
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Email Security
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TLS protects the connection to the next ‘hop‘
• Useful for protecting the password
• Only partially helpful for protecting the message

SLAC 2024
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TLS protects the connection to the next ‘hop‘
• Useful for protecting the password
• Only partially helpful for protecting the message
End-to-End encryption protects the message
• Authenticates the sender

S/MIME
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LanDscAPe:
Exploring LDAP Weaknesses and Data Leaks at Internet Scale
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LDAP Background

▪ LDAP servers as address 
books

▪ https://doku.tid.dfn.de/de
:dfnpki:verzeichnisdienst

https://doku.tid.dfn.de/de:dfnpki:verzeichnisdienst
https://doku.tid.dfn.de/de:dfnpki:verzeichnisdienst
https://doku.tid.dfn.de/de:dfnpki:verzeichnisdienst
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LDAP Background

What other data is publicly accessible on LDAP servers across the Internet?
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LDAP Background

LDAP is like a weird database...

...used for

▪ storing personal data (address book)

▪ storing configuration data

▪ their bash history

▪ storing authentication information !?
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Credentials on Public LDAP Servers
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Credentials on Public LDAP Servers
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Methodology

Result: 3.7 million hosts on each port (389 and 636)
  82k successful LDAP bind requests
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User Data

▪ Limit samples

▪ Unique counting method

▪ Responsible disclosure

▪ Secured internal server with 
restricted access

▪ Data deletion
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Sampling

1. Connecting to Servers 2. Fetching Configurations 3. Collecting Samples
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Sampling

▪ Active Directory and 
OpenLDAP are the most 
widely used LDAP server 
implementations
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Data Classification

                            
                 

Personal data attributes exposed by LDAP servers.
Percentages based on the corresponding number of IPs.
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Data Classification

▪ 26,464 servers support SASL

▪ 9,731 servers leak internal information

▪ 616 servers are vulnerable to existing CVEs
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Fast Track to Admin

▪ 1,817 LDAP servers exposed credentials 

▪ > 32% leaked plausible plaintext passwords

▪ > 3.9 million credentials publicly accessible

▪ 526 servers leaked passwords where the username 
contained the substring ‘admin’
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Network Analysis
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Disclosure

▪ Disclosure Campaign February 2024

▪ 475 (26.1%) of credential-leaking servers were no longer available

▪ 5 servers have been switched to authenticated access
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LDAP Takeaways

▪ Findings

▪ 15% of public LDAP servers are leaking personal data

▪ 12% of public LDAP servers are leaking internal information

▪ Around 3.9 million user credentials, including cleartext passwords, 
are exposed

▪ Most LDAP servers have no proper TLS configuration
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LDAP Takeaways

▪ Improperly encrypted LDAP traffic may leak data and communication patterns

▪ LDAP directories are a valuable source for phishing attacks

▪ Misconfigured LDAP servers may expose user and even admin credentials

▪ Use TLS to prevent traffic interception & manipulation

▪ Regularly check LDAP servers for unintended Internet exposure

▪ Regularly review configurations for anonymous access and exposed attributes
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S/MINE:
Collecting and Analyzing S/MIME Certificates at Scale
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S/MIME – Background
X.509 Certificates
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S/MIME – Quiz
What is an S/MIME Certificate?

Attribute Value

Subject Email Address fabian.ising@sit.fraunhofer.de

Key Usage Digital Signature, Non-Repudiation

Extended Key Usage Email Protection

Subject Alternative Name fabian.ising@sit.fraunhofer.de

Attribute Value

Subject Email Address fabian.ising@sit.fraunhofer.de

Key Usage Key Encipherment

Extended Key Usage Email Protection

Subject Alternative Name fabian.ising@sit.fraunhofer.de
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S/MIME – Quiz
What is an S/MIME Certificate?

Attribute Value

Subject Email Address -

Key Usage Digital Signature, Non-Repudiation

Extended Key Usage Email Protection

Subject Alternative Name -
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S/MIME – Quiz
What is an S/MIME Certificate?

Attribute Value

Subject Email Address fabian.ising@sit.fraunhofer.de

Key Usage Digital Signature, Non-Repudiation

Extended Key Usage CodeSigning

Subject Alternative Name fabian.ising@sit.fraunhofer.de

Attribute Value

Subject Email Address fabian.ising@sit.fraunhofer.de

Key Usage Digital Signature, Non-Repudiation

Extended Key Usage -

Subject Alternative Name fabian.ising@sit.fraunhofer.de



Nationales Forschungszentrum für angewandte Cybersicherheit

Methodology

Result: 42 Million X.509 certificates

Scan for LDAP servers Crawl LDAP Entries Analyze Certificates
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What is an S/MIME Certificate?
42 Million

Certificates

41 Million
Certificates

No Key Usage Restrictions

Logical Key Usage Restriction

16 Million
Certificates

Has Extended Key Usage

25 Million
Certificates

No Extended Key Usage

13 Million
Certificates

Email protection / Any

10 Million
Certificates

3 Million
Certificates

12 Million
Certificates

13 Million
Certificates

Has email address No email address

Has email address No email address
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What is an S/MIME certificate?
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S/MIME Baseline Requirements
Overview

▪ List of technical and non-technical requirements for 
operating a publicly trusted S/MIME CA

▪ Caveat: Apply only to public CAs

▪ Split into three profiles:

▪ Strict: Only for S/MIME

▪ Multipurpose: Certificates for S/MIME and 
other purposes (e.g., Document Signing)

▪ Legacy: Fallback
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S/MIME Baseline Requirements
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S/MIME Baseline Requirements
Technical Requirements (Excerpt)

▪ Extended Key Usage:

▪ Strict: emailProtection

▪ Multipurpose/Legacy: emailProtection + X

▪ Validity periods:

▪ Multipurpose/Strict: 825 days (~2 years + 3 months)

▪ Legacy:   1.185 days (~3 years + 3 months)

▪ Stronger Algorithms:

▪ No SHA-1

▪ No RSA-1024

▪ Robust Revocation Infrastructure
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Baseline Requirements

▪ Adoption of S/MIME BR is slow but steady:

▪ ~ 20 distinct CAs issued compliant 
certificates (01/23 - 04/25)

▪ Most common problems:

▪ Missing information:

▪ Email address

▪ Revocation info

▪ No Extended Key Usage

▪ Overly long validity
Top 10 Root CAs. Percentage of Errors by Root CA 

for Certificates issued since 01/2023
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Certificate Trust

▪ How do you know if a certificate is trustworthy?

▪ Great! But where do I get the Issuer certificate?
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Who issues all those certificates?

Certificate
Authority

Number of Certificates
(rounded)

UniTrust (CN) 3,300,000 (14%)

SK ID Solutions AS (EE) 2,900,000 (12%)

ArubaPEC S.p.A. (IT) 2,400,000 (10%)

D-Trust GmbH (DE) 2,200,000 (10%)

Digi- ja västo[...] (FI) 1,300,000 (6%)

A-Trust [...] (AT) 1,000,000 (4%)
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Chain Validation Results

Trust Status Expired Valid Total Percentage

Total 25,000,000 13,000,000 38,000,000 100.0 %

Trusted 5,000,000 2,800,000 7,800,000 20.5 %

Untrusted 9,000,000 6,500,000 15,500,000 40.5 %

Non-Validatable 11,000,000 3,700,000 14,900,000 39.0 %
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Validity Period of S/MIME Certificate
3 years 5 years
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Algorithms
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Finding Weak Keys

𝑵𝟏 = 𝒑 ∗ 𝒒
𝑵𝟐 = 𝒑 ∗ 𝒓

Factoring
(fastgcd,

small/known Factors)
“Public” private

Keys
Insecurely
Generated

Invalid
Keys

≈ 8.100 Certs. ≈ 444 Certs. ≈ 62.000 Certs. ≈ 500 Certs.
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S/MIME Takeaways

▪ There are a lot of S/MIME capable certificates on the Internet

▪ Email Clients will accept almost anything

▪ Lots of them are concentrated on a few large CAs

▪ Generally, the S/MIME PKI is heading in the right direction:

▪ Better algorithms (Small RSA ➔ ECC)

▪ Few “insecure” keys

▪ Baseline Requirements starting to take effect
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S/MIME Takeaways
What to do if you manage a (internal) PKI?

1. Adapt the most important rules of the Baseline Requirements

▪ Validity Periods

▪ Strong Keys and Algorithms

▪ Certificate Linting

▪ Check and maintain revocation infrastructure

2. Make sure that the Authority Information Access is correctly set

3. Make sure there is a way to reach you when researchers want to do so ;-)
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Conclusion and Takeaways
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Conclusions

Securely running
LDAP and S/MIME

can be hard

Both are easy to
“set and forget”

Requirements are hard
But: Improve security!

We are going the
right way (for S/MIME)

Security Hygiene!
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Checklist: LDAP

❑ Is your LDAP server Internet reachable? (Does it need to be?)

❑ What attributes do you expose? (ldapsearch –x –h <HOST> / Some LDAP Browser)

❑ Private Data?

❑ Plaintext Passwords!?

❑ Is unauthenticated bind disabled?

❑ Is LDAPS (TCP/636) enabled/enforced? What about STARTTLS on 389?

❑ Is your TLS library up to date? (>= TLSv1.2, TLSv1.3 preferred)

❑ Are there known CVEs for your LDAP server?
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Checklist: S/MIME (Internal PKI)

❑ Email addresses in the SAN?

❑ Validity periods <= 825 days?

❑ Strong algorithms used? (e.g., SHA-256+, RSA-2048+, ECC)

❑ Authority Information Access and Revocation:

❑ Are CRL issuers set correctly?

❑ Does OSCP or CRL (preferred) work?

❑ Do you have a (automated) process for revoking certificates?

❑ Are you linting certificates before issuing?
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